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Here at Avenir IT ? we often get asked 
questions about Cyber Insurance. 
Whether or not their business needs it, 
if it?s ?worth it?, and finally if cyber 
insurance is necessary even though 
they currently work with a managed IT 
service provider.

The answer to all three of those 
questions is most definitely ? YES! 
Let?s dig in?

What is Cyber Insurance?

Cyber Insurance provides businesses 
and individuals protection from cyber 
security threats including data 
breaches, identity theft, phishing, 
viruses, spyware and so much more. 
While the need for cyber insurance 
started in the 90's with the growth of 
the Internet, it has really become 
much more sought-after in recent 
years due to the massive increase of 
data breaches published around the 
world.

Why do I need Cyber Insurance?

As a business ? it has become 
inevitable that you are likely storing 

some form of information or 
managing some aspects of your 
business online (including online 
banking). Even though you may be 
investing in cyber security solutions ? 
nothing can guarantee you 100% 
protection against cyber-crime, which 
makes the need for Cyber Insurance 
paramount.

Here are just a few examples of 
possible breaches outside of your 
control:

1. A malicious email may get past 
your email security solution and make 
it on to one of your colleague?s 
computer. Perhaps it was caused by a 
trusted contact that had their email 
account compromised. Your 
co-worker clicks on an attachment or 
a link and has now put your network at 
risk.                                                                            

2. An employee is wanting to catch up 
on some work at home. Instead of 
using a work assigned laptop ? they 
decide to use their home computer 
that unbeknownst to them is infected 
with a virus and stealing your 
company data.

IN YOURSocial Media Safety Tips

WHAT'S NEW?

Last month at Avenir IT was 
bittersweet. Sadly we had to say 

goodbye to our superstar 
Operations Manager, Chris Peters. 

Chris played such a huge role in 
helping Avenir IT navigate the 

choppy waters of the pandemic. 
Although no one can replace him, 

we promoted someone just as 
stellar, our technician Derek. Just 
like we suspected, he has risen to 
the occasion and is the perfect fit! 
Congratulations on your new role, 

Derek!   

Why You Need To Get                            
Cyber Insurance 
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3. A C-level employee has a long 
layover at an airport. They attempt 
to connect to what they believe is a 
secure wireless network. Turns out 
this wireless network is 
compromised, and all the 
information being sent and 
received on this network is being 
stolen.

Do I need Cyber Insurance even if 
we are being managed by an IT 
service provider?

The short answer is yes! Your 
managed IT service provider is not 
at all the same as cyber insurance. 
While it is extremely important to 
have a great relationship with a 
trusted IT service provider and 
invest in great cyber security 
solutions, it is simply not possible 
for your IT service provider to 
guarantee 100% protection against 
cybercrime (while still making your 
computers usable!)

Where your IT service provider can 
help is in offering cyber security 
training, content filtering, advanced 
email protection, solid endpoint 
security platforms and more 
solutions to protect and educate 
your staff and infrastructure. Cyber 
Insurance should most definitely be 
part of your cyber security stack 
?but neither can replace each other.

How can I get Cyber Insurance?

Talk to your insurance broker today 
and ask for Cyber Insurance. If your 
broker is unable to help you ? let us 
know as we know a few amazing 
brokers that we love in Manitoba.

While the process of purchasing 
cyber insurance used to be as easy 
as signing a dotted line ? it has 
recently become a little more 
difficult. Insurance companies will 
want to ensure that you have 
proper cyber security tools in place 
to make sure you are doing as 
much as possible to secure your 

digital assets and protect yourself. 
This is where your IT department or 
service provider can help you 
complete the survey and 
supplement your security stack as 
needed to ensure proper 
protection.

To recap:

- If you don?t currently have 
Cyber Insurance ? contact your 
broker right away and get the 
process started. Like, pronto.

- Make sure to communicate the 
entire process with your IT 
team to ensure proper 
coverage.

- Never assume that you cannot 
be a victim of cybercrime ? 
even if you?re investing in cyber 
security solutions. Cyber 
criminals are smart and are 
always trying to find ways to 
gain access to your data 
online.

 

Recently, Derek went above and 
beyond at 2:00 AM to fix our website 
and emails. He was kinder and far 
more helpful in the middle of the 
night than our previous company was 
during work hours. Thank you, Derek, 
and thank you Avenir IT for your 
incredible service!

Danielle Burnell
Client Relations,                                     
Maximum Wealth Strategies                                   

Super Cl ient

UNLIMITED CYBER SECURITY 
TRAINING FOR YOUR TEAM 

You might be familiar with our 
Staff Cyber Security Training and 
Our Phishing Simulations, but are 
you as familiar as you should be? 
Have you and your team been 
keeping up with the program? 

Because human error is the #1 
threat to the security of your 
organization, we would hate for 
you to forget about these amazing 
resources that we offer. 

Although January has come and 
gone, it is not too late to set new 
intentions for 2022. Including, 
staying consistent with your cyber 
security training to keep your 
organization safe from the growing 
threat of cyber crime!
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Love is in the air, and many people are turning to the internet to find 
it. We all know someone who has met their significant other online or 
at least is having a good time while trying to find them by dating a 
few people they?ve met through dating apps or services. But are they 
giving away more than their phone number?

Valentine?s Day scams are at an all-time high and the number of 
hoaxes that are reported continue to rise with each passing year, 
because of this we can only assume that this year will be even higher.  
While it?s reasonable to search for a companion online, this is one 
time you need to think with your head and not your heart.  Love ? or 
the process of seeking it ? can make us vulnerable to these scams 
and crimes that leave you feeling not only lonely but maybe even 
exposed and broke.

So, what exactly happens? With online dating profiles, you have to 
include photos and information about yourself to find a good match.  
What you?re also giving away is valuable information to cyber 
criminals who may want to extort money or other identifying 
information from you. The location information, details about your 
hobbies, likes, dislikes and other personal profile data can be a gold 
mine for criminals who thrive on taking advantage of you, through 
spear-phishing attacks or various other scams.

How do you protect your heart and your wallet?  While the following 
should be applied as general rules over any relationship, they are 
especially important to follow if the relationship is solely based on 
electronic communication. That includes but is not limited to a 
communication based on emails, phone calls, or texting.

1. Don?t send money ? or any type of extravagant gift
2. Don?t provide any unique identifying details about yourself
3. Don?t share passwords

Even if you do meet in person, take measure to investigate this 
person by doing a quick online search. Ask a trusted friend for their 
opinion. The term ?blinded by love? came into existence for a reason, 
so see and think clearly, and stay smart.

Valentine's Day has changed a lot 
in the past two decades, between 
advancements in technology and 
the internet. With the rise of dating 
apps, people just don't meet their 
matches at socials anymore. 

And with the rise in popularity of 
gifting cool gadgets, new and 
unique presents are always 
popping up on the market. 
Throughout the pandemic some of 
these gadgets have connected 
locked down lovers.

Take for example the Pixel 
Lovebox, which is a cute 
connected messaging device that 
pairs with with their app to deliver 
special expressions of affection, 
even from miles away.

Another similar device that 
connects separated couples are 
WI-FI powered Long Distance 
Touch Lamps. This pair of lamps 
can light up your loved one's life 
when your touch your own, so that 
they always know when you're 
thinking of them.

Another bit of technology that is 
keeping couples feeling connected 
is the Between app. Between 
allows couples to not only 
message each other, but also keep 
track of important milestones and 
plan dates all in one convenient 
place!  

ONLINE 
Da t in g  Scam s

VALENTINE'S DAY IN                  
THE DIGITAL AGE

VALENTINE'S DAY IN                  
THE DIGITAL AGE
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Why You Should Cut Out Jargon From                              
All Workplace Communication                        
Is the corporate value of skirting around a point for 
politeness? sake negatively affecting your company?

Corporate platitudes and jargon can be counterproductive to 
good communication within your team. Because no one 
associates corporate lingo with sincerity, it fails to inspire, 
and can create confusion. We don?t have to settle for the 
current state of workplace communication.

Communication that demonstrates honesty and respect can 
transform workplaces into more harmonious, efficient, and 
human environments. Short sentences and existing 
language are sometimes not easy because frankness can 
be uncomfortable. But discomfort is also sometimes what 
we need to be creative, to do our jobs, and lead teams!

Bringing sincerity and candor to our exchanges creates 
more mutual trust, confidence, clarity, and efficiency. There 
is less energy devoted to ?strategizing? every conversation 
and more energy to focus on collaborating in a healthy, 
honest and open manner when people trust their 
colleagues.

As a leader, you should prioritize this way of communicating 
because your habits are contagious and you can set the 
right example for others. If you do it right, you?ll naturally 
invite positive collaboration. 

People respond to genuine acts of compassion and later, 
feel compelled to repeat them. When senior leadership 
makes a point of getting to know its team and extending 
themselves, they plant the seeds for a humane and caring 
environment to take root. 

Cold, stiff ?professionalism? should be left in the past, 
because it produces lesser results. Eliminating it in favor of 
a humane, flexible and warm working environment gets the 
best results and builds the strongest teams!

Social Media Safety Tips
1.You?re the problem. Human error is the biggest cause 
of your sensitive information getting out there ? and 
think about it, if it isn?t you, it?s your connections and 
coworkers. Don?t put anything online if it isn?t something, 
you?d be comfortable with the entire world seeing.

2.Third party apps. Every time you download an add-on 
app for your main social media accounts, you are 
allowing access through that app to your information. 
That ?repost? software you use probably isn't secure.

3.Phishing attacks and scams. Phishing through social 
media may look different than it does via email. For 
example, it may look like a direct message with a link 
with a scandalous celebrity headline that takes you to 
damaging website.  Headlines with an image of a public 
figure are used  to gain trust from the general public. 

4.Fake Accounts. With all of the information made 
readily available, fake accounts can be easily created 
with personally identifiable information to validate 
them.You may accept and interact with these account 
without knowing that they are actually a hacker.

5.Privacy Settings. Have you checked yours lately?The 
default settings are generally not the most secure. It is 
important update them with every account you create.

6.Unsecured devices. If you log in using your phone, a 
public computer, or a work computer, you are allowing 
easy access to your accounts. Make sure that your 
devices have a strong password, in the event that they 
get lost. 

avenirit .com/voice

Adapted from ?Why You Should Cut Out Jargon From All Workplace 
Communication" by Jennifer Bankston

Avenir IT Voice
Enterprise-grade, HD VoIP 
solut ion to st rengthen your 
business communicat ions.

avenirit .com/voice
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